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Reports on Computer Systems Technology 80 

The Information Technology Laboratory (ITL) at the National Institute of Standards and 81 
Technology (NIST) promotes the U.S. economy and public welfare by providing technical 82 
leadership for the Nation’s measurement and standards infrastructure. ITL develops tests, test 83 
methods, reference data, proof of concept implementations, and technical analyses to advance 84 
the development and productive use of information technology. ITL’s responsibilities include the 85 
development of management, administrative, technical, and physical standards and guidelines for 86 
the cost-effective security and privacy of other than national security-related information in 87 
federal information systems. 88 

 89 

Abstract 90 

The Internet of Things (IoT) is a rapidly evolving and expanding collection of diverse 91 
technologies that interact with the physical world. Many organizations are not necessarily aware 92 
of the large number of IoT devices they are already using and how IoT devices may affect 93 
cybersecurity and privacy risks differently than conventional information technology (IT) 94 
devices do. The purpose of this publication is to help federal agencies and other organizations 95 
better understand and manage the cybersecurity and privacy risks associated with their IoT 96 
devices throughout their lifecycles. This publication is the introductory document providing the 97 
foundation for a planned series of publications on more specific aspects of this topic. 98 

 99 
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Note to Reviewers 136 

NIST welcomes feedback on any part of the publication, but there is particular interest in the 137 
following: 138 

1. Our approach has been to articulate the differences from our perspective between 139 
managing cybersecurity and privacy risk for conventional IT and for IoT. This is so 140 
personnel can more easily adapt their conventional IT risk mitigation practices for IoT, 141 
no matter what risk management practices or methodologies they currently use. Is this 142 
approach helpful? Does the publication emphasize these differences too much, not 143 
enough, or the right amount? Would a different approach be more effective? 144 

2. This publication focuses on mitigating risk and does not address other forms of risk 145 
response (accepting, avoiding, sharing, and transferring.) Our analysis has shown that 146 
mitigation options may be significantly different for IoT devices than conventional IT 147 
devices, but other forms of risk response are generally not different. Is this a reasonable 148 
assertion? 149 

3. There has been a great deal of interest from many organizations in establishing 150 
cybersecurity and privacy baselines1 for IoT device risk mitigation. NIST analysis of 151 
existing standards and guidelines for IoT device cybersecurity and privacy has 152 
determined that because IoT devices and their uses and needs are so varied, few 153 
recommendations can be made that apply to all IoT devices. NIST is creating a high-154 
level, widely applicable baseline, with the first examples shown in Appendix A of this 155 
publication, and also developing more specific and actionable recommendations for 156 
particular types of IoT devices. Therefore, feedback on the Appendix A examples is 157 
particularly important. 158 

4. This publication is the introductory document providing the foundation for a planned 159 
series of publications on more specific aspects of this topic. The intention is to develop 160 
one publication defining a high-level baseline and one or more publications defining 161 
baselines and other recommendations for particular IoT device types. Additional 162 
publications can be developed if needed. Which aspects of managing cybersecurity and 163 
privacy risks for IoT devices would be most beneficial to address in future publications? 164 

 165 

                                                 

1  The term “baseline” has different meanings to different people and organizations. Some want flexible general 
recommendations; some want specific, prescriptive guidance; and the rest want something in between. In this publication, 
“baseline” is used in the generic sense of a set of requirements or recommendations. It should not be confused with the low, 
moderate, and high control security baselines set forth in NIST Special Publication 800-53 to help federal agencies meet 
their obligations under the Federal Information Security Modernization Act (FISMA) and other federal policies. 
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Executive Summary 166 

The Internet of Things (IoT) is a rapidly evolving and expanding collection of diverse 167 
technologies that interact with the physical world. IoT devices are an outcome of combining the 168 
worlds of information technology (IT) and operational technology (OT). Many IoT devices are 169 
the result of the convergence of cloud computing, mobile computing, embedded systems, big 170 
data, low-price hardware, and other technological advances. IoT devices can provide computing 171 
functionality, data storage, and network connectivity for equipment that previously lacked them, 172 
enabling new efficiencies and technological capabilities for the equipment, such as remote access 173 
for monitoring, configuration, and troubleshooting. IoT also adds the ability to analyze data 174 
about the physical world and use the results to better inform decision making, alter the physical 175 
environment, and anticipate future events. 176 

While the full scope of IoT is not precisely defined, it is clearly vast. Every sector has its own 177 
types of IoT devices, such as specialized hospital equipment in the healthcare sector and smart 178 
road technologies in the transportation sector, and there is a large number of enterprise IoT 179 
devices that every sector can use. Also, versions of nearly every consumer electronics device, 180 
many of which are also present in organizations’ facilities, have become connected IoT 181 
devices—kitchen appliances, thermostats, home security cameras, door locks, light bulbs, and 182 
TVs. [2] 183 

Many organizations are not necessarily aware they are using a large number of IoT devices. It is 184 
important that organizations understand their use of IoT because many IoT devices affect 185 
cybersecurity and privacy risks differently than conventional IT devices do. Once organizations 186 
are aware of their existing IoT usage and possible future usage, they need to understand how the 187 
characteristics of IoT affect managing cybersecurity and privacy risks, especially in terms of risk 188 
response—accepting, avoiding, mitigating, sharing, or transferring risk. 189 

This publication identifies three high-level considerations that may affect the management of 190 
cybersecurity and privacy risks for IoT devices as compared to conventional IT devices: 191 

1. Many IoT devices interact with the physical world in ways conventional IT devices 192 
usually do not. The potential impact of some IoT devices making changes to physical 193 
systems and thus affecting the physical world needs to be explicitly recognized and 194 
addressed from cybersecurity and privacy perspectives. Also, operational requirements 195 
for performance, reliability, resilience, and safety may be at odds with common 196 
cybersecurity and privacy practices for conventional IT devices. 197 

2. Many IoT devices cannot be accessed, managed, or monitored in the same ways 198 
conventional IT devices can. This can necessitate doing tasks manually for large 199 
numbers of IoT devices, expanding staff knowledge and tools to include a much wider 200 
variety of IoT device software, and addressing risks with manufacturers and other third 201 
parties having remote access or control over IoT devices. 202 

3. The availability, efficiency, and effectiveness of cybersecurity and privacy 203 
capabilities are often different for IoT devices than conventional IT devices. This 204 
means organizations may have to select, implement, and manage additional controls, as 205 
well as determine how to respond to risk when sufficient controls for mitigating risk are 206 
not available. 207 
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Cybersecurity and privacy risks for IoT devices can be thought of in terms of three high-level 208 
risk mitigation goals: 209 

1. Protect device security. In other words, prevent a device from being used to conduct 210 
attacks, including participating in distributed denial of service (DDoS) attacks against 211 
other organizations, and eavesdropping on network traffic or compromising other devices 212 
on the same network segment. This goal applies to all IoT devices. 213 

2. Protect data security. Protect the confidentiality, integrity, and/or availability of data 214 
(including personally identifiable information [PII]) collected by, stored on, processed 215 
by, or transmitted to or from the IoT device. This goal applies to each IoT device with 216 
one or more data capabilities unless it is determined that none of the device’s data needs 217 
its security protected. 218 

3. Protect individuals’ privacy. Protect individuals’ privacy impacted by PII processing 219 
beyond risks managed through device and data security protection. This goal applies to 220 
all IoT devices that process PII or directly impact individuals. 221 

Meeting each of the risk mitigation goals involves addressing a set of risk mitigation areas. Each 222 
risk mitigation area defines an aspect of cybersecurity or privacy risk mitigation thought to be 223 
most significantly or unexpectedly affected for IoT by the risk considerations. For each risk 224 
mitigation area, there are one or more expectations organizations usually have for how 225 
conventional IT devices help mitigate cybersecurity and privacy risks for the area. Finally, there 226 
are one or more challenges that IoT devices may pose to each expectation. The end result of 227 
these linkages is the identification of a structured set of potential challenges with mitigating 228 
cybersecurity and privacy risk for IoT devices that can each be traced back to the relevant risk 229 
considerations. 230 
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Organizations should ensure they are 231 
addressing the cybersecurity and privacy 232 
risk considerations and challenges 233 
throughout the IoT device lifecycle for the 234 
appropriate risk mitigation goals and areas. 235 
This publication provides the following 236 
recommendations for accomplishing this: 237 

1. Understand the IoT device risk 238 
considerations and the challenges they 239 
may cause to mitigating cybersecurity 240 
and privacy risks for IoT devices in the 241 
appropriate risk mitigation areas. 242 

2. Adjust organizational policies and 243 
processes to address the cybersecurity 244 
and privacy risk mitigation challenges 245 
throughout the IoT device lifecycle. 246 
This publication cites many examples of 247 
possible challenges, but each 248 
organization will need to customize 249 
these to take into account mission 250 
requirements and other organization-251 
specific characteristics. 252 

3. Implement updated mitigation practices 253 
for the organization’s IoT devices as 254 
you would any other changes to 255 
practices. 256 

There has been a great deal of interest from 257 
many organizations in establishing cybersecurity and privacy baselines2 to aid with IoT device 258 
risk mitigation. NIST analysis of existing standards and guidelines for IoT device cybersecurity 259 
and privacy has determined the following:  260 

1. Most efforts have focused on specifying pre-market cybersecurity and privacy 261 
capabilities—the capabilities manufacturers should build into their IoT devices. Although 262 
these efforts are important and helpful, organizations are already using many IoT devices 263 
without these capabilities, and it will take time for manufacturers to improve pre-market 264 
capabilities for future devices, if that can be done without making them too costly.  265 

2. Some efforts have assumed that organizations will only want to use pre-market 266 
capabilities. Organizations acquiring IoT devices may want to use pre-market 267 

                                                 

2  The term “baseline” has different meanings to different people and organizations. Some want flexible general 
recommendations; some want specific, prescriptive guidance; and the rest want something in between. In this publication, 
“baseline” is used in the generic sense of a set of requirements or recommendations. It should not be confused with the low, 
moderate, and high control security baselines set forth in NIST SP 800-53 to help federal agencies meet their obligations 
under FISMA and other federal policies. 
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capabilities, post-market capabilities (capabilities added by the organization after device 268 
acquisition), or a combination of these for a variety of reasons. 269 

3. For some IoT devices, only the security of the device itself needs protected. Other IoT 270 
devices might need data security protected in addition to device security, and a subset of 271 
those devices might also need privacy protected in ways that data security protection 272 
cannot. Existing efforts have not distinguished requirements and recommendations in this 273 
way, leaving organizations to determine which ones apply to any particular IoT device 274 
implementation and usage. 275 

Because IoT devices and their uses and needs are so varied, few recommendations can be made 276 
that apply to all IoT devices; Appendix A provides examples of possible universal 277 
recommendations. More specific and actionable recommendations can be made for particular 278 
types of IoT devices in specific use cases.  279 

  280 
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1 Introduction 323 

1.1 Purpose and Scope 324 

The purpose of this publication is to help organizations better understand and manage the 325 
cybersecurity and privacy risks associated with Internet of Things (IoT) devices throughout their 326 
lifecycles. This publication emphasizes what makes managing these risks different for IoT 327 
devices than conventional information technology (IT) devices, and it omits all aspects of risk 328 
management that are largely the same for IoT and conventional IT.  329 

The publication provides insights to inform organizations’ risk management processes. After 330 
reading this document, an organization should be able to improve the quality of its risk 331 
assessments for IoT devices and its response to the identified risk through the lens of 332 
cybersecurity and privacy. 333 

For some IoT devices, additional types of risks, including safety, reliability, and resiliency, need 334 
to be managed simultaneously with cybersecurity and privacy risks because of the effects 335 
addressing one type of risk can have on others. Only cybersecurity and privacy risks are in scope 336 
for this publication. Readers who are particularly interested in better understanding other types of 337 
risks and their relationship to cybersecurity and privacy may benefit from reading NIST Special 338 
Publication (SP) 800-82 Revision 2, Guide to Industrial Control Systems (ICS) Security, which 339 
provides an operational technology (OT) perspective on cybersecurity and privacy. [3] 340 

Readers do not need a technical understanding of IoT device composition and capabilities, but a 341 
basic understanding of cybersecurity and privacy principles is expected. 342 

1.2 Publication Structure 343 

The remainder of this publication is organized into the following major sections and appendices: 344 

• Section 2 defines capabilities IoT devices can provide that are of primary interest in terms 345 
of potentially affecting cybersecurity and privacy risk. 346 

• Section 3 describes considerations that may affect the management of cybersecurity and 347 
privacy risks for IoT devices.  348 

• Section 4 explores how the risk considerations may affect mitigating cybersecurity and 349 
privacy risk for IoT devices. The section lists expectations for how these risks are 350 
mitigated in conventional IT environments, then explains how IoT presents challenges to 351 
those expectations and what the potential implications of those challenges are. 352 

• Section 5 provides recommendations for organizations on how to address the 353 
cybersecurity and privacy risk mitigation challenges for their IoT devices. 354 

• Appendix A provides examples of possible cybersecurity and privacy capabilities that 355 
organizations may want their IoT devices to have. 356 

• Appendix B provides an acronym and abbreviation list. 357 
• Appendix C contains a glossary of selected terms used in the publication. 358 
• Appendix D lists the references for the publication. 359 
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Figure 1 provides a roadmap depicting the topics covered in each section and subsection of the 360 
publication. 361 

  362 

Figure 1: Publication Roadmap 
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2 IoT Device Capabilities 363 

Each IoT device provides one or more capabilities—features or functions—it can use on its own 364 
or in conjunction with other IoT and non-IoT devices to achieve one or more goals. This 365 
publication references the following types of capabilities IoT devices can provide that are of 366 
primary interest in terms of potentially affecting cybersecurity and privacy risk. This is not a 367 
comprehensive list of all possible IoT device capabilities. 368 

• Transducer capabilities interact with the physical world and serve as the edge between 369 
digital and physical environments. Transducer capabilities provide the ability for 370 
computing devices to interact directly with physical entities of interest. Every IoT device 371 
has at least one transducer capability. The two types of transducer capabilities are: 372 
o Sensing: the ability to provide an observation of an aspect of the physical world in the 373 

form of measurement data. Examples include temperature measurement, 374 
computerized tomography scans (radiographic imaging), optical sensing, and audio 375 
sensing. 376 

o Actuating: the ability to change something in the physical world. Examples of 377 
actuating capabilities include heating coils, cardiac electric shock delivery, electronic 378 
door locks, unmanned aerial vehicle operation, servo motors, and robotic arms. 379 

• Data capabilities are typical digital computing functions involving data: data storing and 380 
data processing.  381 

• Interface capabilities enable device interactions (e.g., device-to-device communications, 382 
human-to-device communications). The types of interface capabilities are: 383 
o Application interface: the ability for other computing devices to communicate with an 384 

IoT device through an IoT device application. An example of an application interface 385 
capability is an application programming interface (API). 386 

o Human user interface: the ability for an IoT device and people to communicate 387 
directly with each other. Examples of human user interface capabilities include 388 
keyboards, mice, microphones, cameras, scanners, monitors, touch screens, 389 
touchpads, speakers, and haptic devices. 390 

o Network interface: the ability to interface with a communication network for the 391 
purpose of communicating data to or from an IoT device—in other words, to use a 392 
communication network. A network interface capability includes both hardware and 393 
software (e.g., a network interface card and the software implementation of the 394 
networking protocol that uses the card). Examples of network interface capabilities 395 
include Ethernet, Wi-Fi, Bluetooth, Long-Term Evolution (LTE), and ZigBee. Every 396 
IoT device has at least one enabled network interface capability and may have more 397 
than one. 398 

• Supporting capabilities provide functionality that supports the other IoT capabilities. 399 
Examples are device management, cybersecurity, and privacy capabilities. [2] 400 

Figure 2 summarizes these IoT device capabilities. 401 
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 402 
Figure 2: IoT Device Capabilities Potentially Affecting Cybersecurity and Privacy Risk 403 

 404 
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3 Cybersecurity and Privacy Risk Considerations 405 

Cybersecurity risk and privacy risk are related but distinct concepts. Risk is defined in draft NIST 406 
Special Publication (SP) 800-37 Revision 2 as “a measure of the extent to which an entity is 407 
threatened by a potential circumstance or event, and typically is a function of: (i) the adverse 408 
impact, or magnitude of harm, that would arise if the circumstance or event occurs; and (ii) the 409 
likelihood of occurrence.” [4] For cybersecurity, risk is about threats—the exploitation of 410 
vulnerabilities by threat actors to compromise device or data confidentiality, integrity, or 411 
availability. For privacy, risk is about problematic data actions—operations that process 412 
personally identifiable information (PII) through the information lifecycle to meet mission or 413 
business needs of an organization or “authorized” PII processing and, as a side effect, cause 414 
individuals to experience some type of problem(s). As Figure 3 depicts, privacy and 415 
cybersecurity risk overlap with respect to concerns about the cybersecurity of PII, but there are 416 
also privacy concerns without implications for cybersecurity, and cybersecurity concerns without 417 
implications for privacy. [5] 418 

Figure 3: Relationship Between Cybersecurity and Privacy Risks 419 

IoT devices generally face the same types of cybersecurity and privacy risks as conventional IT 420 
devices, though the prevalence and severity of such risks often differ. For example, data security 421 
risks are almost always a significant concern for conventional IT devices, but for some IoT 422 
devices, there may not be data security risks because the devices lack data capabilities. 423 

This section defines three risk considerations that may affect the management of cybersecurity 424 
and privacy risks for IoT devices. Organizations should ensure they are addressing these risk 425 
considerations throughout the IoT device lifecycle for their IoT devices. Section 4 provides more 426 
information on how the risk considerations may affect risk mitigation, and Section 5 provides 427 
recommendations for organizations on how to address the risk mitigation challenges.  428 

3.1 Consideration 1: Device Interactions with the Physical World 429 

Many IoT devices interact with the physical world in ways conventional IT devices usually 430 
do not. 431 
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The interactions with the physical world that IoT devices enable may affect cybersecurity and 432 
privacy risks in several ways. Here are examples: 433 

• IoT sensor data, representing measurements of the physical world, always has 434 
uncertainties associated with it. Effective management of IoT sensor data, including 435 
understanding uncertainties, is necessary to assess data quality and meaning so the 436 
organization can make decisions regarding the data’s use and avoid introducing new 437 
risks. Without this, error rates may be unknown for the different contexts in which an IoT 438 
device might be used.  439 

• The ubiquity of IoT sensors in public and private environments can contribute to the 440 
aggregation and analysis of enormous amounts of data about individuals. These activities 441 
can be used to influence individuals’ behavior or decision-making in ways they do not 442 
understand, or lead to information being revealed that individuals did not want revealed, 443 
including the re-identification of previously de-identified PII—and may be beyond the 444 
originally intended scope of the IoT device’s operation. 445 

• IoT devices with actuators have the ability to make changes to physical systems and thus 446 
affect the physical world. The potential impact of this needs to be explicitly recognized 447 
and addressed from cybersecurity and privacy perspectives. In a worst-case scenario, a 448 
compromise could allow an attacker to use an IoT device to endanger human safety, 449 
damage or destroy equipment and facilities, or cause major operational disruptions. 450 
Privacy concerns and related civil liberties concerns could arise through authorized 451 
changes to physical systems that could impact individuals’ physical autonomy or 452 
behavior in personal and public spaces. For example, law enforcement or other 453 
authorized third parties could take control of automated vehicles with individuals inside, 454 
or environmental controls such as lighting or temperature could be used to influence 455 
individuals’ movement in buildings. 456 

• IoT network interfaces often enable remote access to physical systems that previously 457 
could only be accessed locally. Manufacturers, vendors, and other third parties may be 458 
able to use remote access to IoT devices for management, monitoring, maintenance, and 459 
troubleshooting purposes. This may put the physical systems accessible through the IoT 460 
devices at much greater risk of compromise. Further, these decentralized data processing 461 
functions can exacerbate many privacy risks, making it harder for individuals to develop 462 
reliable assumptions about what is happening with the system to be able to participate in 463 
decision making about the processing of their information and their interactions with the 464 
systems. 465 

Another important aspect of IoT device interactions with the physical world is the operational 466 
requirements devices must meet in various environments and use cases. Many IoT devices must 467 
comply with stringent requirements for performance, reliability, resilience, safety, and other 468 
objectives. These requirements may be at odds with common cybersecurity and privacy practices 469 
for conventional IT. For example, practices such as automatic patching are generally considered 470 
essential for conventional IT, but these practices could have far greater negative impacts on some 471 
IoT devices with actuators, making critical services unavailable and endangering human safety. 472 
An organization might reasonably decide that patches should be installed at a date and time 473 
chosen by the organization with the appropriate staff onsite and ready to react immediately if a 474 
problem occurs. An organization might also reasonably decide to avoid patching certain IoT 475 
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devices under normal circumstances and instead tightly restrict logical and physical access to 476 
them to prevent exploitation of unpatched vulnerabilities. 477 

Another way to think of this is in terms of general cybersecurity objectives: confidentiality, 478 
integrity, and availability. For conventional IT devices, confidentiality often receives the most 479 
attention because of the value of data and the consequences of a breach of confidentiality. For 480 
many IoT devices, availability and integrity are more important than confidentiality because of 481 
the potential impact to the physical world. Imagine an IoT device that is critical for preventing 482 
damage to a facility. An attacker who can view the IoT device’s stored or transmitted data might 483 
not gain any advantage or value from it, but an attacker who can alter the data might trigger a 484 
series of events that cause an incident. 485 

3.2 Consideration 2: Device Access, Management, and Monitoring Features 486 

Many IoT devices cannot be accessed, managed, or monitored in the same ways 487 
conventional IT devices can. 488 

Conventional IT devices usually provide authorized people, processes, and devices with 489 
hardware and software access, management, and monitoring features. In other words, an 490 
authorized administrator, process, or device can directly access a conventional IT device’s 491 
firmware, operating system, and applications, fully manage the device and its software 492 
throughout the device’s lifecycle as needed, and monitor the internal characteristics and state of 493 
the device at all times. Authorized users can also access a restricted subset of the access, 494 
management, and monitoring features. 495 

In contrast, many IoT devices are opaque, often referred to as “black boxes.” They provide little 496 
or no visibility into their state and composition, including the identity of any external services 497 
and systems they interact with, and little or no access to and management of their software and 498 
configuration. The organization may not know what capabilities an IoT device can provide or is 499 
currently providing. In extreme cases, it may be difficult to determine if a black box product is 500 
actually an IoT device because of the lack of transparency. 501 

Authorized people, processes, and devices may encounter one or more of the following 502 
challenges in accessing, managing, and monitoring IoT devices that affect cybersecurity and 503 
privacy risk: 504 

• Lack of management features. Administrators may not be able to fully manage an IoT 505 
device’s firmware, operating system, and applications throughout the IoT device’s 506 
lifecycle. Unavailable features may include the ability to acquire, verify the integrity of, 507 
install, configure, store, retrieve, execute, terminate, remove, and replace, update, and 508 
patch software. In addition, an IoT device’s software may be automatically reconfigured 509 
when an adverse event occurs, such as a power failure or a loss of network connectivity. 510 

• Lack of interfaces. Some IoT devices lack application and/or human user interfaces for 511 
device use and management. When such interfaces do exist, they may not provide the 512 
functionality usually offered by conventional IT devices. An example is the challenge in 513 
notifying users about an IoT device’s processing of their PII so they can provide 514 
meaningful consent to this processing. An additional issue is the lack of universally 515 
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accepted standards for IoT application interfaces, including expressing and formatting 516 
data, issuing commands, and otherwise fostering interoperability between IoT devices. 517 

• Difficulties with management at scale. Most IoT devices do not support standardized 518 
mechanisms for centralized management, and the sheer number of IoT devices to be 519 
managed may be overwhelming. 520 

• Wide variety of software to manage. There is extensive variety in the software used by 521 
IoT devices, including firmware, standard and real-time operating systems, and 522 
applications. This significantly complicates software management throughout the IoT 523 
device lifecycle, affecting such areas as configuration and patch management. 524 

• Differing lifespan expectations. A manufacturer may intend for a particular IoT device 525 
to only be used for a few years and then discarded. An organization purchasing that 526 
device might want to use it for a longer time, but the manufacturer may stop supporting 527 
the device (e.g., releasing patches for known vulnerabilities) either by choice or because 528 
of supply chain limitations (e.g., supplier no longer releases patches for a particular IoT 529 
device component). The problem of differing lifespan expectations is not new and is not 530 
specific to IoT, but it may be particularly important for some IoT devices because of the 531 
safety, reliability, and other risks potentially involved in using devices past their intended 532 
lifespan. 533 

• Unserviceable hardware. IoT device hardware may not be serviceable, meaning it 534 
cannot be repaired, customized, or inspected internally. 535 

• Lack of inventory capabilities. IoT devices brought into an organization may not be 536 
inventoried, registered, and otherwise provisioned via the normal IT processes. This is 537 
especially true for types of devices that did not previously have networking capabilities. 538 

• Heterogeneous ownership. There is often heterogeneous ownership of IoT devices. For 539 
example, an IoT device may transfer data to manufacturer-provided cloud-based service 540 
processing and storage because the IoT device lacks these processing and storage 541 
capabilities. Data may also be sent to a cloud service to aggregate data from multiple IoT 542 
devices in a single location. These cloud services may have access to portions or all of 543 
the devices’ data, or even access to and control of the devices themselves for monitoring, 544 
maintenance, and troubleshooting purposes. In some cases, only manufacturers have the 545 
authority to do maintenance; an organization attempting to install patches or do other 546 
maintenance tasks on an IoT device may void the warranty. Also, in IoT there may be 547 
little or no information available about device ownership, especially in black box IoT 548 
devices. This could exacerbate existing privacy redress difficulties because the lack of 549 
accountability limits individuals’ abilities to locate the source of and correct or delete 550 
information about themselves, or to address other problems. Another concern with 551 
heterogeneous ownership is the effect on device re-provisioning—what data may still be 552 
available after transferring control of a device. 553 

3.3 Consideration 3: Cybersecurity and Privacy Capability Availability, Efficiency, and 554 
Effectiveness 555 

The availability, efficiency, and effectiveness of cybersecurity and privacy capabilities are 556 
often different for IoT devices than conventional IT devices. 557 
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For the purposes of this publication, built-in cybersecurity and privacy capabilities are called 558 
pre-market capabilities. Pre-market capabilities are integrated into IoT devices by the 559 
manufacturer or vendor before they are shipped to customer organizations. Post-market 560 
capabilities are those capabilities that organizations select, acquire, and deploy themselves in 561 
addition to pre-market capabilities. Pre-market and post-market cybersecurity and privacy 562 
capabilities are often different for IoT devices than conventional IT. The main reasons for this 563 
are: 564 

• Many IoT devices do not or cannot support the range of cybersecurity and privacy 565 
capabilities typically built into conventional IT devices. For example, a “black box” IoT 566 
device may not log its cybersecurity and privacy events or may not give organizations 567 
access to its logs. If pre-market capabilities are available for IoT devices, they may be 568 
inadequate in terms of strength or performance—e.g., using strong encryption and mutual 569 
authentication to protect communications may cause unacceptable delays.3 Post-market 570 
capabilities cannot be installed onto many IoT devices. Also, existing pre-market and 571 
post-market capabilities may not be able to scale to meet the needs of IoT—for example, 572 
an existing network-based cybersecurity appliance for conventional IT devices may not 573 
be able to also process the volume of network traffic and generated data from a large 574 
number of IoT devices. 575 

• The level of effort needed to manage, monitor, and maintain pre-market capabilities on 576 
each IoT device may be excessive. Especially when IoT devices do not support 577 
centralized management, it may be more efficient to implement and use centralized post-578 
market capabilities that help protect numerous IoT devices instead of trying to achieve 579 
the equivalent level of protection on each individual IoT device. One example is having a 580 
single network-based IoT gateway or IoT security gateway protecting many IoT devices 581 
instead of having to design, manage, and maintain a unique set of protection capabilities 582 
within each IoT device. 583 

• Some post-market capabilities for conventional IT, such as network-based intrusion 584 
prevention systems, antimalware servers, and firewalls, may not be as effective at 585 
protecting IoT devices as they are at protecting conventional IT. IoT devices often use 586 
protocols that cybersecurity and privacy controls for conventional IT cannot understand 587 
and analyze. Also, IoT devices may communicate directly with each other, such as 588 
through point-to-point wireless communication, instead of using a monitored 589 
infrastructure network. 590 

An IoT device may not need some of the cybersecurity and privacy capabilities conventional IT 591 
devices rely on—an example is an IoT device without data storage capabilities not needing to 592 
protect data at rest. An IoT device may also need additional capabilities that most conventional 593 
IT devices do not use, especially if the IoT device enables new interactions with the physical 594 
world.  595 

 596 

                                                 

3  For more information on low-resource computing devices, see Internet Engineering Task Force (IETF) Request for 
Comments (RFC) 7228, “Terminology for Constrained-Node Networks,” May 2014 (https://doi.org/10.17487/RFC7228). 

https://doi.org/10.17487/RFC7228
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4 Challenges with Cybersecurity and Privacy Risk Mitigation for IoT Devices 597 

Cybersecurity and privacy risks for IoT devices can be thought of in terms of three high-level 598 
risk mitigation goals, as shown in Figure 4: 599 

1. Protect device security. In other words, prevent a device from being used to conduct 600 
attacks, including participating in distributed denial of service (DDoS) attacks against 601 
other organizations, and eavesdropping on network traffic or compromising other devices 602 
on the same network segment. This goal applies to all IoT devices. 603 

2. Protect data security. Protect the confidentiality, integrity, and/or availability of data 604 
(including PII) collected by, stored on, processed by, or transmitted to or from the IoT 605 
device. This goal applies to each IoT device with one or more data capabilities unless it is 606 
determined that none of the device’s data needs its security protected. 607 

3. Protect individuals’ privacy. Protect individuals’ privacy impacted by PII processing 608 
beyond risks managed through device and data security protection. This goal applies to 609 
all IoT devices that process PII or directly impact individuals. 610 

Meeting each of the risk mitigation goals involves addressing a set of risk mitigation areas, 611 
which are defined below. Each risk mitigation area defines an aspect of cybersecurity or privacy 612 
risk mitigation thought to be most significantly or unexpectedly affected for IoT by the risk 613 
considerations defined in Section 3. 614 

Risk mitigation areas for Goal 1, Protect Device Security: 615 

• Asset Management: Maintain a current, accurate inventory of all IoT devices and their 616 
relevant characteristics throughout the devices’ lifecycles in order to use that information 617 
for cybersecurity and privacy risk management purposes. 618 

• Vulnerability Management: Identify and eliminate known vulnerabilities in IoT device 619 
software and firmware in order to reduce the likelihood and ease of exploitation and 620 
compromise. 621 

• Access Management: Prevent unauthorized and improper physical and logical access to, 622 
usage of, and administration of IoT devices by people, processes, and other computing 623 
devices. 624 

Figure 4: Risk Mitigation Goals 
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• Device Security Incident Detection: Monitor and analyze IoT device activity for signs 625 
of incidents involving device security. 626 

Risk mitigation areas for Goal 2, Protect Data Security: 627 

• Data Protection: Prevent access to and tampering with data at rest or in transit that 628 
might expose sensitive information or allow manipulation or disruption of IoT device 629 
operations. 630 

• Data Security Incident Detection: Monitor and analyze IoT device activity for signs of 631 
incidents involving data security. 632 

Risk mitigation areas for Goal 3, Protect Individuals’ Privacy: 633 

• Information Flow Management: Maintain a current, accurate mapping of the 634 
information lifecycle of PII, including the type of data action, the elements of PII being 635 
processed by the data action, the party doing the processing, and any additional relevant 636 
contextual factors about the processing to use for privacy risk management purposes. 637 

• PII Processing Permissions Management: Maintain permissions for PII processing to 638 
prevent unpermitted PII processing. 639 

• Informed Decision Making: Enable individuals to understand the effects of PII 640 
processing and interactions with the device, participate in decision-making about the PII 641 
processing or interactions, and resolve problems. 642 

• Disassociated Data Management: Identify authorized PII processing and determine 643 
how PII may be minimized or disassociated from individuals and IoT devices.    644 

• Privacy Breach Detection: Monitor and analyze IoT device activity for signs of 645 
breaches involving individuals’ privacy. 646 

Sections 4.1, 4.2, and 4.3 examine how the risk considerations introduce challenges with meeting 647 
each of the three risk mitigation goals for an organization’s IoT devices—in other words, how 648 
mitigation may differ for IoT versus conventional IT. Section 5 provides recommendations on 649 
how organizations should address these challenges. 650 

4.1 Potential Challenges with Achieving Goal 1, Protect Device Security 651 

Table 1 lists common expectations for the pre-market capabilities of conventional IT devices that 652 
are often used to help mitigate their device security risk. Although these expectations are not 653 
always true for conventional IT devices, they are usually true and have greatly influenced 654 
common device security practices for conventional IT devices. For each expectation, Table 1 655 
defines one or more potential challenges individual IoT devices may pose to the expectation. 656 
Each challenge has its own row in the table: 657 

• First column: a brief statement of the challenge, with each challenge uniquely numbered 658 
to make it easy to reference, and the numbers of the risk considerations from Section 3 659 
that cause the challenge 660 
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• Second column: examples of draft NIST SP 800-53 Revision 5 [7] controls that might be 661 
negatively affected for some individual IoT devices4 662 

• Third column: the potential implications for the organization if a substantial number of 663 
IoT devices are affected by the challenge 664 

• Fourth column: examples of Cybersecurity Framework Subcategories [6] that might be 665 
negatively affected by the implications 666 

Figure 5 shows the relationships among the Section 3 and Section 4 concepts. Section 3 defines 667 
the three risk considerations, which explain why and how IoT devices impact the management of 668 
cybersecurity and privacy risks. Next, the Section 4 introduction defines the risk mitigation goals 669 
and areas, which specify which types of cybersecurity and privacy risks matter for IoT devices 670 
and may be most affected by the risk considerations. The rest of Section 4 lists expectations, 671 
which are how organizations expect conventional IT devices to help mitigate cybersecurity and 672 
privacy risks for the risk mitigation goals and areas, and the challenges IoT devices may pose to 673 
those expectations, along with the implications of those challenges. The end result of these 674 
linkages is the identification of a structured set of potential challenges for mitigating 675 
cybersecurity and privacy risk for IoT devices that can each be traced back to the relevant risk 676 
considerations. 677 

The tables in this section do not define or imply equivalence between the NIST SP 800-53 678 
controls and the Cybersecurity Framework Subcategories in each row. In many cases, a 679 
challenge affects just parts of one or more SP 800-53 controls, the implications of that challenge 680 
affect just parts of one or more Cybersecurity Framework Subcategories, and the two sets of 681 
parts are not equivalent.  682 

                                                 

4  These examples will be updated as needed once draft NIST SP 800-53 Revision 5 is finalized. 

Figure 5: Relationships Among Section 3 and Section 4 Concepts 
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Table 1: Potential Challenges with Achieving Goal 1, Protect Device Security 683 

Challenges for Individual 
IoT Devices, and  

Risk Considerations 
Causing the Challenges 

Affected Draft NIST SP 
800-53 Revision 5 

Controls 

Implications for the 
Organization  

Affected Cybersecurity 
Framework Subcategories 

Asset Management 

Expectation 1: The device has a built-in unique identifier. 

1. The IoT device may not 
have a unique identifier 
that the organization’s 
asset management 
system can access or 
understand. 

Risk Consideration 2 

• CM-8, System 
Component Inventory 

• May complicate 
device management, 
including remote 
access and 
vulnerability 
management. 

• ID.AM-1: Physical devices 
and systems within the 
organization are inventoried 

Expectation 2: The device can interface with enterprise asset management systems. 

2. The IoT device may not 
be able to participate in 
a centralized asset 
management system. 

Risk Consideration 2 

• CM-8, System 
Component Inventory 

• May have to use 
multiple asset 
management 
systems. 

• May have to perform 
asset management 
tasks manually. 

• ID.AM-1: Physical devices 
and systems within the 
organization are inventoried 

• ID.AM-2: Software platforms 
and applications within the 
organization are inventoried 

• PR.DS-3: Assets are 
formally managed 
throughout removal, 
transfers, and disposition 

3. The IoT device may not 
be directly connected to 
any of the 
organization’s 
networks. 

Risk Consideration 2 

• CM-8, System 
Component Inventory 

• May have to use a 
separate asset 
management system 
or service, or manual 
asset management 
processes, for 
external IoT devices. 

• ID.AM-1: Physical devices 
and systems within the 
organization are inventoried 

• ID.AM-2: Software platforms 
and applications within the 
organization are inventoried 

• PR.DS-3: Assets are 
formally managed 
throughout removal, 
transfers, and disposition 

Expectation 3: The device can provide the organization sufficient visibility into its characteristics. 

4. The IoT device may be 
a black box that 
provides little or no 
information on its 
hardware, software, 
and firmware. 

Risk Consideration 2 

• CM-8, System 
Component Inventory 

• May complicate all 
aspects of device 
management and 
risk management. 

• ID.AM-1: Physical devices 
and systems within the 
organization are inventoried 

• ID.AM-2: Software platforms 
and applications within the 
organization are inventoried 

• ID.AM-4: External 
information systems are 
catalogued 
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Challenges for Individual 
IoT Devices, and  

Risk Considerations 
Causing the Challenges 

Affected Draft NIST SP 
800-53 Revision 5 

Controls 

Implications for the 
Organization  

Affected Cybersecurity 
Framework Subcategories 

Expectation 4: The device or the device’s manufacturer can inform the organization of all external software and 
services the device uses, such as software running on or dynamically downloaded from the cloud. 

5. Not all of the IoT 
device’s external 
dependencies may be 
revealed. 

Risk Consideration 2 

• AC-20, Use of 
External Systems 

• Cannot manage risk 
for the external 
software and 
services. 

• DE.CM-8: Vulnerability 
scans are performed 

• PR.IP-1: A baseline 
configuration of information 
technology/industrial control 
systems is created and 
maintained incorporating 
security principles (e.g. 
concept of least 
functionality) 

• PR.PT-3: The principle of 
least functionality is 
incorporated by configuring 
systems to provide only 
essential capabilities 

Vulnerability Management 

Expectation 5: The manufacturer will provide patches or upgrades for all software and firmware throughout each 
device’s lifespan. 

6. The manufacturer may 
not release patches or 
upgrades for the IoT 
device. 

Risk Consideration 3 

• SI-2, Flaw 
Remediation 

• Cannot remove 
known vulnerabilities. 

• PR.IP-1: A baseline 
configuration of information 
technology/industrial control 
systems is created and 
maintained incorporating 
security principles (e.g. 
concept of least 
functionality) 

7. The manufacturer may 
stop releasing patches 
and upgrades for the 
IoT device while it is still 
in use. 

Risk Consideration 3 

• SI-2, Flaw 
Remediation 

• May not be able to 
remove known 
vulnerabilities in the 
future. 

• PR.IP-1: A baseline 
configuration of information 
technology/industrial control 
systems is created and 
maintained incorporating 
security principles (e.g. 
concept of least 
functionality) 

Expectation 6: The device either has its own secure built-in patch, upgrade, and configuration management 
capabilities, or can interface with enterprise vulnerability management systems with such capabilities. 

8. The IoT device may not 
be capable of having its 
software patched or 
upgraded. 

Risk Considerations 2 
and 3 

• SI-2, Flaw 
Remediation 

• Cannot remove 
known vulnerabilities. 

• PR.IP-1: A baseline 
configuration of information 
technology/industrial control 
systems is created and 
maintained incorporating 
security principles (e.g. 
concept of least 
functionality) 
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Challenges for Individual 
IoT Devices, and  

Risk Considerations 
Causing the Challenges 

Affected Draft NIST SP 
800-53 Revision 5 

Controls 

Implications for the 
Organization  

Affected Cybersecurity 
Framework Subcategories 

9. It may be too risky to 
install patches or 
upgrades or to make 
configuration changes 
without extensive 
testing and preparation 
first, and implementing 
changes may require 
operational outages or 
inadvertently cause 
outages. 

Risk Consideration 1 

• CM-3, Configuration 
Change Control 

• CM-6, Configuration 
Settings  

• SI-2, Flaw 
Remediation 

 

• May be significant 
delays in removing 
known vulnerabilities. 

• PR.IP-1: A baseline 
configuration of information 
technology/industrial control 
systems is created and 
maintained incorporating 
security principles (e.g. 
concept of least 
functionality) 

10. The IoT device may 
not be able to 
participate in a 
centralized 
vulnerability 
management system. 

Risk Consideration 2 

• CM-3, Configuration 
Change Control 

• SI-2, Flaw 
Remediation 

• May have to use 
numerous 
vulnerability 
management 
systems instead of 
one. 

• May have to perform 
vulnerability 
management tasks 
manually and 
periodically (e.g., 
manually install 
patches, manually 
check for software 
configuration errors). 

• PR.IP-1: A baseline 
configuration of information 
technology/industrial control 
systems is created and 
maintained incorporating 
security principles (e.g. 
concept of least 
functionality) 

11. The IoT device may 
not offer the ability to 
change the software 
configuration or may 
not offer the features 
organizations want. 

Risk Consideration 2 

• CM-2, Baseline 
Configuration 

• CM-3, Configuration 
Change Control 

• CM-6, Configuration 
Settings  

• CM-7, Least 
Functionality 

• SC-42, Sensor 
Capability and Data 

• Cannot remove 
known vulnerabilities. 

• Cannot achieve the 
principle of least 
functionality by 
disabling unneeded 
services, functions. 

• Cannot restrict 
sensor activation and 
usage. 

• PR.IP-1: A baseline 
configuration of information 
technology/industrial control 
systems is created and 
maintained incorporating 
security principles (e.g. 
concept of least 
functionality) 

• PR.IP-3: Configuration 
change control processes 
are in place 

• PR.PT-3: The principle of 
least functionality is 
incorporated by configuring 
systems to provide only 
essential capabilities 

Expectation 7: The device either supports the use of vulnerability scanners or provides built-in vulnerability 
identification and reporting capabilities. 

12. There may not be a 
vulnerability scanner 
that can run on or 
against the IoT device. 

Risk Consideration 3 

• RA-5, Vulnerability 
Scanning 

• Cannot automatically 
identify known 
vulnerabilities. 

• DE.CM-8: Vulnerability 
scans are performed 
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Challenges for Individual 
IoT Devices, and  

Risk Considerations 
Causing the Challenges 

Affected Draft NIST SP 
800-53 Revision 5 

Controls 

Implications for the 
Organization  

Affected Cybersecurity 
Framework Subcategories 

13. The IoT device may 
not offer any built-in 
capabilities to identify 
and report on known 
vulnerabilities. 

Risk Consideration 3 

• RA-5, Vulnerability 
Scanning 

• Cannot automatically 
identify known 
vulnerabilities. 

• DE.CM-8: Vulnerability 
scans are performed 

Access Management 

Expectation 8: The device can uniquely identify each user, device, and process attempting to logically access it. 

14. The IoT device may 
not support any use of 
identifiers. 

Risk Considerations 2 
and 3 

• IA-2, Identification and 
Authentication 
(Organizational Users) 

• IA-3, Device 
Identification and 
Authentication 

• IA-4, Identifier 
Management 

• IA-8, Identification and 
Authentication (Non-
Organizational Users) 

• IA-9, Service 
Identification and 
Authentication 

• Cannot identify or 
authenticate users, 
devices, and 
processes. 

• PR.AC-1: Identities and 
credentials are issued, 
managed, verified, revoked, 
and audited for authorized 
devices, users and 
processes 

• PR.AC-7: Users, devices, 
and other assets are 
authenticated (e.g., single-
factor, multi-factor) 
commensurate with the risk 
of the transaction (e.g., 
individuals’ security and 
privacy risks and other 
organizational risks) 

15. The IoT device may 
only support the use of 
one or more shared 
identifiers. 

Risk Considerations 2 
and 3 

• IA-2, Identification and 
Authentication 
(Organizational Users) 

• IA-3, Device 
Identification and 
Authentication 

• IA-4, Identifier 
Management 

• IA-8, Identification and 
Authentication (Non-
Organizational Users) 

• IA-9, Service 
Identification and 
Authentication 

• Cannot uniquely 
identify users, 
devices, and 
processes. 
Complicates 
credential 
management 
because of shared 
credentials. 

• PR.AC-1: Identities and 
credentials are issued, 
managed, verified, revoked, 
and audited for authorized 
devices, users and 
processes 

16. The IoT device may 
require the use of 
identifiers but only in 
certain cases (for 
example, for remote 
access but not local 
access, or for 
administration 
purposes but not 
regular usage). 

Risk Considerations 2 
and 3 

• IA-2, Identification and 
Authentication 
(Organizational Users) 

• IA-3, Device 
Identification and 
Authentication 

• IA-4, Identifier 
Management 

• IA-8, Identification and 
Authentication (Non-
Organizational Users) 

• IA-9, Service 
Identification and 
Authentication 

• Cannot identify or 
authenticate some 
users, devices, and 
processes. 

• PR.AC-1: Identities and 
credentials are issued, 
managed, verified, revoked, 
and audited for authorized 
devices, users and 
processes 

• PR.AC-7: Users, devices, 
and other assets are 
authenticated (e.g., single-
factor, multi-factor) 
commensurate with the risk 
of the transaction (e.g., 
individuals’ security and 
privacy risks and other 
organizational risks) 
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Challenges for Individual 
IoT Devices, and  

Risk Considerations 
Causing the Challenges 

Affected Draft NIST SP 
800-53 Revision 5 

Controls 

Implications for the 
Organization  

Affected Cybersecurity 
Framework Subcategories 

Expectation 9: The device can conceal password characters from display when a person enters a password for a 
device, such as on a keyboard or touch screen. 

17. The IoT device may 
not support 
concealment of 
displayed password 
characters. 

Risk Considerations 2 
and 3 

• IA-6, Authenticator 
Feedback 

• Increases the 
likelihood of 
credential theft. 

• PR.AC-7: Users, devices, 
and other assets are 
authenticated (e.g., single-
factor, multi-factor) 
commensurate with the risk 
of the transaction (e.g., 
individuals’ security and 
privacy risks and other 
organizational risks) 

Expectation 10: The device can authenticate each user, device, and process attempting to logically access it. 

18. The IoT device may 
not support use of 
non-trivial credentials 
(e.g., does not support 
the use of identifiers, 
does not allow default 
passwords to be 
changed). 

Risk Considerations 2 
and 3 

• IA-5, Authenticator 
Management 

• Cannot identify or 
authenticate users, 
devices, and 
processes, which 
increases the 
chances of 
unauthorized access. 

• PR.AC-7: Users, devices, 
and other assets are 
authenticated (e.g., single-
factor, multi-factor) 
commensurate with the risk 
of the transaction (e.g., 
individuals’ security and 
privacy risks and other 
organizational risks) 

19. The IoT device may 
not support the use of 
strong credentials, 
such as cryptographic 
tokens or multifactor 
authentication, for the 
situations that merit 
them. 

Risk Consideration 3 

• IA-5, Authenticator 
Management 

• Increases the 
chances of 
unauthorized access 
through credential 
misuse. 

• PR.AC-7: Users, devices, 
and other assets are 
authenticated (e.g., single-
factor, multi-factor) 
commensurate with the risk 
of the transaction (e.g., 
individuals’ security and 
privacy risks and other 
organizational risks) 

Expectation 11: The device can use existing enterprise authenticators and authentication mechanisms. 

20. The IoT device may 
not support the use of 
an existing enterprise 
user authentication 
system. 

Risk Consideration 3 

• IA-2, Identification and 
Authentication 
(Organizational Users) 

• IA-5, Authenticator 
Management 

• IA-8, Identification and 
Authentication (Non-
Organizational Users) 

• Need one or more 
additional accounts 
and credentials for 
each user. 

• PR.AC-1: Identities and 
credentials are issued, 
managed, verified, revoked, 
and audited for authorized 
devices, users and 
processes 

• PR.AC-7: Users, devices, 
and other assets are 
authenticated (e.g., single-
factor, multi-factor) 
commensurate with the risk 
of the transaction (e.g., 
individuals’ security and 
privacy risks and other 
organizational risks) 



NIST IR 8228 (DRAFT)  CONSIDERATIONS FOR MANAGING IOT 
  CYBERSECURITY AND PRIVACY RISKS 

 18 

Challenges for Individual 
IoT Devices, and  

Risk Considerations 
Causing the Challenges 

Affected Draft NIST SP 
800-53 Revision 5 

Controls 

Implications for the 
Organization  

Affected Cybersecurity 
Framework Subcategories 

Expectation 12: The device can restrict each user, device, and process to the minimum logical access privileges 
necessary. 

21. The IoT device may 
not support use of 
logical access 
privileges within the 
device that is sufficient 
for a given situation. 

Risk Consideration 3 

• AC-3, Access 
Enforcement 

• AC-5, Separation of 
Duties 

• AC-6, Least Privilege 

• Allows authorized 
users, devices, and 
processes to 
intentionally or 
inadvertently use 
privileges they 
should not have. 

• Allows an attacker 
who gains 
unauthorized access 
to an account to have 
even greater access 
than the account 
should have. 

• PR.AC-4: Access 
permissions and 
authorizations are managed, 
incorporating the principles 
of least privilege and 
separation of duties 

• PR.DS-5: Protections 
against data leaks are 
implemented 

• PR.MA-1: Maintenance and 
repair of organizational 
assets are performed and 
logged, with approved and 
controlled tools 

22. The IoT device may 
not support use of 
logical access 
privileges to restrict 
network 
communications into 
and out of the device 
that is sufficient for a 
given situation. 

Risk Consideration 3 

• AC-3, Access 
Enforcement 

• AC-4, Information 
Flow Enforcement 

• AC-5, Separation of 
Duties 

• AC-6, Least Privilege 
• AC-17, Remote 

Access 
• SC-7, Boundary 

Protection 

• Allows authorized 
users, devices, and 
processes to 
intentionally or 
inadvertently conduct 
network 
communications they 
should not be able to. 

• Allows an attacker to 
have greater network 
access than 
intended. 

• PR.AC-3: Remote access is 
managed 

• PR.AC-5: Network integrity 
is protected (e.g., network 
segregation, network 
segmentation) 

• PR.DS-5: Protections 
against data leaks are 
implemented 

• PR.MA-2: Remote 
maintenance of 
organizational assets is 
approved, logged, and 
performed in a manner that 
prevents unauthorized 
access 
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Challenges for Individual 
IoT Devices, and  

Risk Considerations 
Causing the Challenges 

Affected Draft NIST SP 
800-53 Revision 5 

Controls 

Implications for the 
Organization  

Affected Cybersecurity 
Framework Subcategories 

Expectation 13: The device can thwart attempts to gain unauthorized access, and this feature can be configured 
or disabled to avoid undesired disruptions to availability. (Examples include locking or disabling an account when 
there are too many consecutive failed authentication attempts, delaying additional authentication attempts after 
failed attempts, and locking or terminating idle sessions.) 

23. The IoT device’s use 
of these security 
features may not be 
sufficiently modifiable. 

Risk Considerations 1 
and 3 

• AC-7, Unsuccessful 
Logon Attempts 

• AC-11, Device Lock 
• AC-12, Session 

Termination 
• IA-11, Re-

Authentication 

• Cannot gain 
immediate access to 
IoT devices when 
needed to use or 
manage them. 

• PR.AC-3: Remote access is 
managed 

• PR.AC-4: Access 
permissions and 
authorizations are managed, 
incorporating the principles 
of least privilege and 
separation of duties 

• PR.MA-1: Maintenance and 
repair of organizational 
assets are performed and 
logged, with approved and 
controlled tools 

• PR.MA-2: Remote 
maintenance of 
organizational assets is 
approved, logged, and 
performed in a manner that 
prevents unauthorized 
access 

Expectation 14: The device has adequate built-in physical security controls to protect it from tampering (e.g., 
tamper-resistant packaging). 

24. The IoT device may 
be deployed in an 
area where people 
who are not 
authorized to access 
the device may do so 
or where authorized 
people can access the 
device in unauthorized 
ways. 

Risk Considerations 1 
and 2 

• MP-2, Media Access 
• MP-7, Media Use 
• PE-3, Physical Access 

Control 

• Allows an attacker to 
have direct physical 
access to devices 
and tamper with 
them, including 
adding or removing 
storage media, 
connecting 
peripherals, etc. 

• PR.AC-2: Physical access to 
assets is managed and 
protected 

• PR.PT-2: Removable media 
is protected and its use 
restricted according to policy 

• PR.MA-1: Maintenance and 
repair of organizational 
assets are performed and 
logged, with approved and 
controlled tools 

Incident Detection 

Expectation 15: The device can log its operational and security events. 

25. The IoT device may 
not be able to log its 
operational and 
security events at all 
or in sufficient detail. 

Risk Consideration 3 

• AU-2, Audit Events 
• AU-3, Content of Audit 

Records 
• AU-12, Audit 

Generation 
• SI-4, System 

Monitoring 

• Increases the 
likelihood of 
malicious activity 
going undetected. 

• Cannot confirm and 
reconstruct incidents 
from log entries. 

• DE.CM-7: Monitoring for 
unauthorized personnel, 
connections, devices, and 
software is performed 

• PR.PT-1: Audit/log records 
are determined, 
documented, implemented, 
and reviewed in accordance 
with policy 

• RS.AN-1: Notifications from 
detection systems are 
investigated 
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Challenges for Individual 
IoT Devices, and  

Risk Considerations 
Causing the Challenges 

Affected Draft NIST SP 
800-53 Revision 5 

Controls 

Implications for the 
Organization  

Affected Cybersecurity 
Framework Subcategories 

26. The IoT device may 
continue operating 
even when a logging 
failure occurs. 

Risk Consideration 3 

• AU-5, Response to 
Audit Processing 
Failures 

• Increased likelihood 
of malicious activity 
going undetected. 

• DE.CM-7: Monitoring for 
unauthorized personnel, 
connections, devices, and 
software is performed 

• PR.PT-1: Audit/log records 
are determined, 
documented, implemented, 
and reviewed in accordance 
with policy 

Expectation 16: The device can interface with existing enterprise log management systems. 

27. The IoT device may 
not be able to 
participate in an 
enterprise log 
management system. 

Risk Consideration 2 

• AU-6, Audit Review, 
Analysis, and 
Reporting 

• SI-4, System 
Monitoring 

• May have to use 
numerous log 
management 
systems instead of 
one. 

• May have to perform 
log management 
tasks manually. 

• Increases the 
likelihood of 
malicious activity 
going undetected. 

• DE.AE-3: Event data are 
collected and correlated 
from multiple sources and 
sensors 

• DE.CM-7: Monitoring for 
unauthorized personnel, 
connections, devices, and 
software is performed 

• PR.PT-1: Audit/log records 
are determined, 
documented, implemented, 
and reviewed in accordance 
with policy 

Expectation 17: The device can facilitate the detection of potential incidents by internal or external controls, such 
as intrusion prevention systems, anti-malware utilities, and file integrity checking mechanisms. 

28. The IoT device may 
not be able to execute 
internal detection 
controls or interact 
with external detection 
controls without 
adversely affecting 
device operation. 

Risk Considerations 1 
and 3 

• SI-3, Malicious Code 
Protection 

• SI-7, Software, 
Firmware, and 
Information Integrity 

• Increases the 
likelihood of 
malicious code 
infections and other 
unauthorized 
activities occurring 
and going 
undetected. 

• DE.CM-1: The network is 
monitored to detect potential 
cybersecurity events 

• DE.CM-4: Malicious code is 
detected 

• PR.DS-6: Integrity checking 
mechanisms are used to 
verify software, firmware, 
and information integrity 

 
29. The IoT device may 

not provide controls 
with the visibility 
needed to detect 
incidents efficiently 
and effectively. 

Risk Considerations 2 
and 3 

• IR-4, Incident 
Handling 

• SI-4, System 
Monitoring 

• Increases the 
likelihood of 
malicious code and 
other unauthorized 
activities going 
undetected. 

• DE.CM-1: The network is 
monitored to detect potential 
cybersecurity events 

• DE.CM-4: Malicious code is 
detected 

• PR.DS-6: Integrity checking 
mechanisms are used to 
verify software, firmware, 
and information integrity 
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Challenges for Individual 
IoT Devices, and  

Risk Considerations 
Causing the Challenges 

Affected Draft NIST SP 
800-53 Revision 5 

Controls 

Implications for the 
Organization  

Affected Cybersecurity 
Framework Subcategories 

Expectation 18: The device can support event and incident analysis activities. 

30. The IoT device may 
not provide analysts 
with sufficient access 
to the device’s 
resources in order to 
do the necessary 
analysis. 

Risk Considerations 2 
and 3 

• SI-4, System 
Monitoring 

• Cannot use forensic 
tools for information 
gathering and 
analysis. 

• RS.AN-1: Notifications from 
detection systems are 
investigated 

• RS.AN-3: Forensics are 
performed 

 684 

4.2 Potential Challenges with Achieving Goal 2, Protect Data Security 685 

Table 2 follows the same conventions as Table 1, but for protecting data security. It is assumed 686 
that if data security needs to be protected, device security needs protected as well, so the 687 
challenges in both tables would need to be considered.  688 

Note that the Incident Detection section of Table 1 is also applicable for protecting data security. 689 
Table 1 assumes only device security incidents need to be protected; the same potential 690 
challenges, affected controls, implications, and Cybersecurity Framework subcategories also 691 
apply to detecting data security incidents. The Incident Detection rows are omitted from Table 2 692 
for brevity. 693 

Table 2: Potential Challenges with Achieving Goal 2, Protect Data Security 694 

Challenges for Individual IoT 
Devices 

Affected Draft NIST 
SP 800-53 Revision 

5 Controls 

Implications for the 
Organization  

Affected Cybersecurity 
Framework 

Subcategories 
Data Protection 

Expectation 19: The device can prevent unauthorized access to all sensitive data on its storage devices. 

31. The IoT device may not 
provide sufficiently strong 
encryption capabilities for 
its stored data. 

Risk Consideration 3 

• MP-4, Media 
Storage 

• SC-28, Protection 
of Information at 
Rest 

• Increases the likelihood 
of unauthorized access 
to sensitive data. 

• PR.DS-1: Data-at-rest 
is protected 

• PR.PT-2: Removable 
media is protected 
and its use restricted 
according to policy 

32. The IoT device may not 
provide a mechanism for 
sanitizing sensitive data 
before disposing of or 
repurposing the device. 

Risk Consideration 3 

• MP-6, Media 
Sanitization 

• Increases the likelihood 
of unauthorized access 
to sensitive data. 

• PR.IP-6: Data is 
destroyed according 
to policy 
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Challenges for Individual IoT 
Devices 

Affected Draft NIST 
SP 800-53 Revision 

5 Controls 

Implications for the 
Organization  

Affected Cybersecurity 
Framework 

Subcategories 
Expectation 20: The device has a mechanism to support data availability through secure backups. 

33. The IoT device may not 
provide a secure backup 
and restore mechanism for 
its data. 

Risk Consideration 3 

• CP-9, System 
Backup 

• Increases the likelihood 
of loss of data. 

• PR.IP-4: Backups of 
information are 
conducted, 
maintained, and 
tested 

Expectation 21: The device can prevent unauthorized access to all sensitive data transmitted from it over 
networks. 

34. The IoT device may not 
provide sufficiently strong 
encryption capabilities for 
protecting sensitive data 
sent in its network 
communications. 

Risk Consideration 3 

• AC-18, Wireless 
Access 

• SC-8, Transmission 
Confidentiality and 
Integrity 

• Increases the likelihood 
of eavesdropping on 
communications. 

• PR.DS-2: Data-in-
transit is protected 

35. The IoT device may not 
verify the identity of 
another computing device 
before sending sensitive 
data in its network 
communications. 

Risk Consideration 3 

• SC-8, Transmission 
Confidentiality and 
Integrity 

• SC-23, Session 
Authenticity 

• Increases the likelihood 
of eavesdropping, 
interception, 
manipulation, 
impersonation, and 
other forms of attack on 
communications. 

• PR.DS-2: Data-in-
transit is protected 

 695 
4.3 Potential Challenges with Achieving Goal 3, Protect Individuals’ Privacy 696 

Table 3 lists potential challenges with achieving goal 3, protecting individuals’ privacy by 697 
mitigating privacy risk arising from authorized PII processing. It follows the same conventions 698 
as the previous tables, but it omits mappings to Cybersecurity Framework Subcategories since 699 
the Cybersecurity Framework does not address privacy risks from authorized PII processing. 700 

It is assumed that if individuals’ privacy needs to be protected, device and data security need to 701 
be protected as well, so the challenges in all three tables would need to be considered. However, 702 
organizations may use information from Table 2 to address privacy risks arising from the loss of 703 
confidentiality, integrity, or availability of PII. 704 
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Table 3: Potential Challenges with Achieving Goal 3, Protect Individuals’ Privacy  705 

Challenges for Individual IoT Devices Affected Draft NIST 
SP 800-53 Revision 

5 Controls 
Implications for the Organization 

Disassociated Data Management 

Expectation 22: The device operates in a traditional federated identity environment. 

36. The IoT device may contribute data 
that is used for identification and 
authentication, but is outside of 
traditional federated environments. 

Risk Consideration 3 

IA-8 (6), Identification 
and Authentication 
(non-organizational 
users) | 
Disassociability 

Techniques such as the use of identifier 
mapping tables and privacy-enhancing 
cryptographic techniques to blind credential 
service providers and relying parties from 
each other or to make identity attributes less 
visible to transmitting parties may not work 
outside a traditional federated environment. 

Informed Decision Making 

Expectation 23: Traditional interfaces exist for individual engagement with the device. 

37. The IoT device may lack interfaces 
that enable individuals to interact with 
it.  

Risk Consideration 2 

IP-2, Consent Individuals may not be able to provide 
consent for the processing of their PII or 
condition further processing of specific 
attributes. 

38. Decentralized data processing 
functions and heterogenous 
ownership of IoT devices challenge 
traditional accountability processes. 

Risk Consideration 3 

IP-3, Redress Individuals may not be able to locate the 
source of inaccurate or otherwise 
problematic PII in order to correct it or fix the 
problem. 

39. The IoT device may lack interfaces 
that enable individuals to read privacy 
notices. 

Risk Consideration 2 

IP-4, Privacy Notice Individuals may not be able to read or 
access privacy notices. 

40. The IoT device may lack interfaces to 
enable access to PII, or PII may be 
stored in unknown locations. 

Risk Consideration 2 

IP-6, Individual 
Access 

Individuals may have difficulty accessing 
their information, which curtails their ability 
to manage their information and understand 
what is happening with their data, and 
increases compliance risks. 

PII Processing Permissions Management 

Expectation 24: There is sufficient centralized control to apply policy or regulatory requirements to PII. 

41. The IoT device may collect PII 
indiscriminately or analyze, share, or 
act upon the PII based on automated 
processes. 

Risk Consideration 2 

PA-2, Authority to 
Collect 

PII may be processed in ways that are out of 
compliance with regulatory requirements or 
an organization’s policies. 

42. IoT devices may be complex and 
dynamic with sensors being 
frequently added and removed.  

Risk Consideration 1 

PA-3, Purpose 
Specification 

PII may be hard to track such that 
individuals, as well as device 
owners/operators, may not have reliable 
assumptions about how PII is being 
processed, causing informed decision 
making to be more difficult. 
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Challenges for Individual IoT Devices Affected Draft NIST 
SP 800-53 Revision 

5 Controls 
Implications for the Organization 

43. The IoT device may be accessed 
remotely, allowing the sharing of PII 
outside the control of the 
administrator. 

Risk Consideration 2 

PA-4, Information 
Sharing with External 
Parties 

PII may be shared in ways that are out of 
compliance with regulatory requirements or 
an organization’s policies. 

Information Flow Management 

Expectation 25: There is sufficient centralized control to manage PII. 

44. IoT devices may be complex and 
dynamic, with sensors being 
frequently added and removed.  

Risk Consideration 1 

PM-29, Inventory of 
Personally Identifiable 
Information 

PII may be difficult to identify and track 
using traditional inventory methods. 

45. IoT devices may not support 
standardized mechanisms for 
centralized data management, and 
the sheer number of IoT devices to 
manage may be overwhelming. 

Risk Consideration 2 

SC-7 (24), Boundary 
Protection | 
Personally Identifiable 
Information 

Application of PII processing rules intended 
to protect individuals’ privacy may be 
disrupted. 

46. The IoT device may not have the 
capability to support configurations 
such as remote activation prevention, 
limited data reporting, notice of 
collection, and data minimization.  

Risk Consideration 3 

SC-42, Sensor 
Capability and Data 

Lack of direct privacy risk mitigation 
capabilities may require compensating 
controls and may impact an organization’s 
ability to optimize the amount of privacy risk 
that can be reduced. 

47. The IoT device may indiscriminately 
collect PII. Heterogenous ownership 
of devices challenges traditional data 
management techniques.  

Risk Consideration 2 

SI-12 (1), Information 
Management and 
Retention | Limit 
Personally Identifiable 
Information Elements  

It is more likely that operationally 
unnecessary PII will be retained. 

48. Decentralized data processing 
functions and heterogenous 
ownership of IoT devices challenge 
traditional data management 
processes with respect to checking 
for accuracy of data. 

Risk Consideration 2 

SI-19, Data Quality 
Operations 

It is more likely that inaccurate PII will 
persist, with the potential to create problems 
for individuals.  

49. Decentralized data processing 
functions and heterogenous 
ownership of IoT devices challenge 
traditional de-identification processes. 

Risk Considerations 2 and 3 

SI-20, De-
Identification 

Aggregation of disparate data sets may lead 
to re-identification of PII. 

 706 
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5 Recommendations for Addressing Cybersecurity and Privacy Risk Mitigation 707 
Challenges for IoT Devices 708 

This section provides recommendations for 709 
addressing the cybersecurity and privacy risk 710 
mitigation challenges for IoT devices. Figure 6 711 
summarizes the recommendations, which are listed 712 
below and, if indicated, described in more detail 713 
elsewhere in the publication: 714 

1. Understand the IoT device risk 715 
considerations (Section 3) and the 716 
challenges they may cause to mitigating 717 
cybersecurity and privacy risks for IoT 718 
devices in the appropriate risk mitigation 719 
areas (Section 4). 720 

2. Adjust organizational policies and 721 
processes to address the cybersecurity and 722 
privacy risk mitigation challenges 723 
throughout the IoT device lifecycle. 724 
Section 5.1 provides more information on 725 
this. Section 4 of this publication cites 726 
many examples of possible challenges, but 727 
each organization will need to customize 728 
these to take into account mission 729 
requirements and other organization-730 
specific characteristics. 731 

3. Implement updated mitigation practices for 732 
the organization’s IoT devices as you 733 
would any other changes to practices 734 
(Section 5.2). 735 

5.1 Adjusting Organizational Policies and Processes 736 

Organizations should ensure they are addressing the considerations throughout the IoT device 737 
lifecycle in their cybersecurity and privacy policies and processes. Organizations should ensure 738 
they clearly state how they scope IoT in order to avoid confusion and ambiguity. This is 739 
particularly important for organizations that may be subject to laws and regulations with 740 
differing definitions of IoT. 741 

Similarly, organizations should ensure their cybersecurity, supply chain, and privacy risk 742 
management programs take IoT into account appropriately. This includes the following: 743 

• Determining which devices have IoT device capabilities. Have mechanisms in place to 744 
determine whether a device that might be procured or has already been procured is an IoT 745 
device, if that is not apparent. 746 

Figure 6: Recommendation Summary 
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• Identifying IoT device types. Know which types of IoT devices are in use, which 747 
capabilities each type supports, and what purposes each type supports. 748 

• Assessing IoT device risk. It is important to take into consideration the particular IoT 749 
environment the IoT devices reside within, and not just assess risks for IoT devices in 750 
isolation. For example, attaching an actuator to one physical system may affect risks 751 
much differently than attaching the same actuator to another physical system. 752 

• Determining how to respond to that risk by accepting, avoiding, mitigating, sharing, or 753 
transferring it. As previously discussed, some risk mitigation strategies for conventional 754 
IT may not work well for IoT. Section 4 of this publication discusses risk mitigation 755 
challenges for IoT devices in considerable detail. 756 

Managing cybersecurity and privacy risks for some IoT devices may affect other types of risks 757 
and introduce new risks to safety, reliability, resiliency, performance, and other areas. 758 
Organizations should be sure to consider the tradeoffs among these risks when making decisions 759 
about cybersecurity and privacy risk mitigation. For example, suppose a particular IoT device is 760 
critical for safety. Requiring personnel in a physically secured area to enter a password in order 761 
to gain local access to the IoT device could delay intervention during a malfunction. Additional 762 
requirements involving password length, password complexity, and automatic account lockouts 763 
after consecutive failed authentication attempts could cause far greater delays, increasing the 764 
likelihood and magnitude of harm. Organizations should leverage their existing programs for 765 
managing other forms of risk when determining how IoT device cybersecurity and privacy risks 766 
should be managed. 767 

Based on the potential mitigation challenges and the implications of those challenges, the 768 
implementations of the following Cybersecurity Framework Subcategories [6] are most likely to 769 
need adjusted so the organizational policies and processes adequately address cybersecurity risk 770 
throughout the IoT device lifecycle: 771 

• ID.AM (Identify—Asset Management) 772 
o ID.AM-1: Physical devices and systems within the organization are inventoried 773 
o ID.AM-2: Software platforms and applications within the organization are 774 

inventoried 775 
• ID.BE (Identify—Business Environment) 776 

o ID.BE-4: Dependencies and critical functions for delivery of critical services are 777 
established 778 

o ID.BE-5: Resilience requirements to support delivery of critical services are 779 
established for all operating states (e.g. under duress/attack, during recovery, normal 780 
operations) 781 

• ID.GV (Identify—Governance) 782 
o ID.GV-1: Organizational cybersecurity policy is established and communicated 783 
o ID.GV-2: Cybersecurity roles and responsibilities are coordinated and aligned with 784 

internal roles and external partners 785 
o ID.GV-3: Legal and regulatory requirements regarding cybersecurity, including 786 

privacy and civil liberties obligations, are understood and managed 787 
o ID.GV-4: Governance and risk management processes address cybersecurity risks 788 
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• ID.RA (Identify—Risk Assessment) 789 
o ID.RA-1: Asset vulnerabilities are identified and documented 790 
o ID.RA-3: Threats, both internal and external, are identified and documented 791 
o ID.RA-4: Potential business impacts and likelihoods are identified 792 
o ID.RA-6: Risk responses are identified and prioritized 793 

• ID.RM (Identify—Risk Management Strategy) 794 
o ID.RM-2: Organizational risk tolerance is determined and clearly expressed 795 
o ID.RM-3: The organization’s determination of risk tolerance is informed by its role in 796 

critical infrastructure and sector specific risk analysis 797 
• ID.SC (Identify—Supply Chain Risk Management) 798 

o ID.SC-2: Suppliers and third party partners of information systems, components, and 799 
services are identified, prioritized, and assessed using a cyber supply chain risk 800 
assessment process 801 

o ID.SC-3: Contracts with suppliers and third-party partners are used to implement 802 
appropriate measures designed to meet the objectives of an organization’s 803 
cybersecurity program and Cyber Supply Chain Risk Management Plan 804 

• PR.IP (Protect—Information Protection Processes and Procedures) 805 
o PR.IP-3: Configuration change control processes are in place 806 
o PR.IP-9: Response plans (Incident Response and Business Continuity) and recovery 807 

plans (Incident Recovery and Disaster Recovery) are in place and managed 808 
o PR.IP-12: A vulnerability management plan is developed and implemented 809 

Similarly, the implementations of the tasks listed below from draft NIST SP 800-37 Revision 25 810 
[4] are most likely to need adjusted so the organizational policies and processes adequately 811 
address cybersecurity and privacy risk throughout the IoT device lifecycle. Note that although 812 
the Cybersecurity Framework can be used to manage the aspect of privacy relating to PII 813 
cybersecurity, draft NIST SP 800-37 Revision 2 can be used to manage the full scope of privacy 814 
because it integrates authorized PII processing into the NIST Risk Management Framework 815 
(RMF). 816 

• Prepare, Organization Level, Task 1: Risk Management Roles  817 
• Prepare, Organization Level, Task 2: Risk Management Strategy  818 
• Prepare, Organization Level, Task 3: Risk Assessment—Organization  819 
• Prepare, System Level, Task 1: Mission or Business Focus 820 
• Prepare, System Level, Task 6: Information Life Cycle 821 
• Prepare, System Level, Task 7: Risk Assessment—System 822 
• Prepare, System Level, Task 8: Protection Needs—Security and Privacy Requirements 823 

5.2 Implementing Updated Risk Mitigation Practices 824 

An organization’s cybersecurity and privacy risk mitigation practices may need significant 825 
changes because of the sheer number of IoT devices and the large number of IoT device types. 826 
For conventional IT devices, most organizations have dozens of types—desktops, laptops, 827 

                                                 

5  These examples will be updated as needed once draft NIST SP 800-37 Revision 2 is finalized. 
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servers, smartphones, routers, switches, firewalls, printers, etc. Conventional IT devices within a 828 
single type tend to have similar capabilities. For example, most laptops have similar data storage 829 
and processing capabilities; human user interface and network interface capabilities; and 830 
supporting capabilities, such as centralized management. This enables organizations to determine 831 
how to manage risk for each of the dozens of conventional IT device types, with some 832 
customizations for particular devices and device models, and organizations are generally 833 
accustomed to this level of effort. 834 

In contrast, most organizations may have many more types of IoT devices than conventional IT 835 
devices because of the single-purpose nature of most IoT devices. An organization may need to 836 
determine how to manage risk for hundreds or thousands of IoT device types. Capabilities vary 837 
widely from one IoT device type to another, with one type lacking data storage and centralized 838 
management capabilities, and another type having numerous sensors and actuators, using local 839 
and remote data storage and processing capabilities, and being connected to several internal and 840 
external networks at once. The variability in capabilities causes similar variability in the 841 
cybersecurity and privacy risks involving each IoT device type, as well as the options for 842 
mitigating those risks. 843 

 844 
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Appendix A—Examples of Possible Cybersecurity and Privacy Capabilities for IoT 845 
Devices  846 

This appendix provides examples of possible cybersecurity and privacy capabilities—features 847 
and functions—for IoT devices. These capabilities are often more difficult to achieve for IoT 848 
devices than conventional IT devices. Each capability in this appendix has been frequently 849 
specified by existing IoT cybersecurity and privacy guidance documents, so the capabilities 850 
taken together could be the start of a capabilities baseline.  851 

Figure 7 depicts how an organization might start with a list of capabilities and filter them within 852 
the context and risk of a particular situation—a certain type of IoT device being deployed in a 853 
particular environment for a stated purpose. This reflects that in many cases, not all capabilities 854 
will be applicable. An example of a filter is the risk mitigation goals an IoT device should meet. 855 
Suppose an organization is going to acquire a new type of IoT device and wants to determine 856 
what capabilities the device should have. If the organization’s only cybersecurity and privacy 857 
risk mitigation goal for the IoT device is Protect Device Security, then all capabilities 858 
corresponding to other goals could be filtered out since they do not apply. Another example of a 859 
filter is the organization’s existing cybersecurity and privacy capabilities; an organization might 860 
not need a type of IoT device to offer certain capabilities because the existing enterprise 861 
capabilities will be used instead. 862 

Figure 7: Filtering Capabilities for a Particular Situation 
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Table 4 lists the capability examples by risk mitigation area. The first column specifies the 863 
possible capability and references the related expectations from Section 4. All capabilities in the 864 
table apply throughout the IoT device’s lifecycle unless otherwise noted. The second and third 865 
columns provide examples of Cybersecurity Framework Subcategories and draft NIST SP 800-866 
53 Revision 5 controls6 potentially affected if the capability is not achieved.7 The fourth column 867 
lists references to requirements and recommendations for the capability from the following 868 
selected IoT guidance documents: 869 

• BITAG: Broadband Internet Technical Advisory Group (BITAG), “Internet of Things 870 
(IoT) Security and Privacy Recommendations” [8] 871 

• CSA1: Cloud Security Alliance (CSA) Mobile Working Group, “Security Guidance for 872 
Early Adopters of the Internet of Things (IoT)” [9] 873 

• CSA2: CSA IoT Working Group, “Identity and Access Management for the Internet of 874 
Things” [10] 875 

• CTIA: CTIA, “CTIA Cybersecurity Certification Test Plan for IoT Devices, Version 1.0” 876 
[11] 877 

• ENISA: European Union Agency for Network and Information Security (ENISA), 878 
“Baseline Security Recommendations for IoT in the context of Critical Information 879 
Infrastructures” [12] 880 

• GSMA: Groupe Spéciale Mobile Association (GSMA), “GSMA IoT Security 881 
Assessment”8 [13] 882 

• IIC: Industrial Internet Consortium (IIC), “Industrial Internet of Things Volume G4: 883 
Security Framework” [14] 884 

• IoTSF: IoT Security Foundation (IoTSF), “IoT Security Compliance Framework, Release 885 
1.1” [15] 886 

• OTA: Online Trust Alliance (OTA), “IoT Security & Privacy Trust Framework v2.5” 887 
[16] 888 

• UKDDCMS: United Kingdom Government Department for Digital, Culture, Media & 889 
Sport (DCMS), “Secure by Design: Improving the cyber security of consumer Internet of 890 
Things” [17] 891 

                                                 

6  These examples will be updated as needed once draft NIST SP 800-53 Revision 5 is finalized. 
7  Table 4 does not define or imply equivalence between the NIST SP 800-53 controls and the Cybersecurity Framework 

Subcategories in each row. In many cases, a challenge affects just parts of one or more SP 800-53 controls, the implications 
of that challenge affect just parts of one or more Cybersecurity Framework Subcategories, and the two sets of parts are not 
equivalent. 

8  This GSMA document references several other GSMA documents, each of which provides additional detail. All GSMA 
references in Table 4 are to the cited GSMA document only, and not its supporting documents, which use different identifier 
schemes. 
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Table 4: Examples of Possible Cybersecurity and Privacy Capabilities for IoT Devices 892 

Possible 
Capabilities 

Cybersecurity Framework 
Subcategories 

Draft SP 800-53 
Revision 5 Controls 

References to Selected IoT 
Guidance Documents 

Protect Device Security—Asset Management 
1. The IoT device 

can be identified 
both logically and 
physically. 

 
Expectation 1 

• ID.AM-1: Physical devices and 
systems within the organization 
are inventoried 

• ID.AM-2: Software platforms 
and applications within the 
organization are inventoried 

• PR.AC-1: Identities and 
credentials are issued, 
managed, verified, revoked, and 
audited for authorized devices, 
users and processes 

• PR.DS-3: Assets are formally 
managed throughout removal, 
transfers, and disposition 

• PR.MA-1: Maintenance and 
repair of organizational assets 
are performed and logged, with 
approved and controlled tools 

• PR.MA-2: Remote maintenance 
of organizational assets is 
approved, logged, and 
performed in a manner that 
prevents unauthorized access 

• CM-8 
• IA-3 
• PE-20 

• BITAG: 7.2, 7.6 
• CSA1: 5.2.1.1, 5.3.1, 5.3.4 
• CSA2: 11, 14 
• CTIA: 4.13 
• ENISA: PS-10, TM-21 
• GSMA: CLP11_5.2.1, 

CLP13_6.6.2, 6.8.1, 6.20.1, 
8.11.1 

• IIC: 7.3, 8.5 
• IoTSF: 2.4.14.3-4, 2.4.8.1 
• UKDDCMS: 4 

2. Information 
confirming the 
sources of all the 
IoT device’s 
software, 
firmware, 
hardware, and 
services is 
disclosed and 
accessible. 

 
Expectations 3 and 
4 

• DE.CM-4: Malicious code is 
detected 

• ID.SC-2: Suppliers and third 
party partners of information 
systems, components, and 
services are identified, 
prioritized, and assessed using 
a cyber supply chain risk 
assessment process 

• ID.SC-3: Contracts with 
suppliers and third-party 
partners are used to implement 
appropriate measures designed 
to meet the objectives of an 
organization’s cybersecurity 
program and Cyber Supply 
Chain Risk Management Plan 

• AC-20 
• CM-8, 10 
• IA-9 
• SA-9, 12, 19 
• SI-7 

• BITAG: 7.10 
• CSA1: 5.2.2 
• CSA2: 14 
• CTIA: 3.1.4 
• ENISA: OP-14 
• GSMA: CLP12_5.1.2.1, 

7.1.1.1, CLP13_9.7.1 
• IIC: 7.3, 7.5, 10.5.3 
• OTA: 9, 11 
• UKDDCMS: 7 

3. An inventory of 
the IoT device’s 
current internal 
software and 
firmware, 
including 
versions and 
patch status, is 
disclosed and 
accessible. 

 
Expectation 3 

• DE.CM-8: Vulnerability scans 
are performed 

• CM-8, 10, 11 
• RA-5 

• CSA1: 5.2.2, 5.3, 5.5.3 
• CSA2: 14 
• CTIA: 3.5, 4.5, 5.5, 5.6 
• ENISA: TM-56 
• GSMA: CLP12_5.9.1.3, 

CLP13_6.1.1, 9.7.1.2 
• IIC: 7.3, 7.5, 10.5.3 
• IoTSF: 2.4.6.2 
• OTA: 9 
• UKDDCMS: 12 
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Possible 
Capabilities 

Cybersecurity Framework 
Subcategories 

Draft SP 800-53 
Revision 5 Controls 

References to Selected IoT 
Guidance Documents 

Protect Device Security—Vulnerability Management 
4. The IoT device’s 

software and 
firmware can be 
updated using a 
secure, 
controlled, and 
configurable 
mechanism. 

 
Expectations 5 and 
6 

• PR.IP-12: A vulnerability 
management plan is developed 
and implemented 

• PR.MA-1: Maintenance and 
repair of organizational assets 
are performed and logged, with 
approved and controlled tools 

• PR.MA-2: Remote maintenance 
of organizational assets is 
approved, logged, and 
performed in a manner that 
prevents unauthorized access 

• CM-3, 6 
• SI-2 

• BITAG: 7.1 
• CSA1: 5.5.3.1 
• CTIA: 3.5, 3.6, 4.5, 4.6, 5.5, 

5.6 
• ENISA: OP-02, 03, TM-06, 

18, 19, 20 
• GSMA: CLP11_5.3.3, 

CLP12_5.8.1, 5.9.1.3, 6.6.1 
• IIC: 7.3, 10.5.3, 11.1, 11.2, 

11.5 
• IoTSF: 2.4.5, 2.4.6, 2.4.13.1 
• OTA: 1, 6, 7, 8, 9, 19 
• UKDDCMS: 3 

5. The IoT device’s 
configuration can 
be securely 
changed by 
authorized users 
when needed, 
including 
restoring a 
secure default 
configuration, 
and unauthorized 
changes to the 
IoT device’s 
configuration can 
be prevented. 

 
Expectation 6 

• PR.IP-1: A baseline 
configuration of information 
technology/industrial control 
systems is created and 
maintained incorporating 
security principles (e.g. concept 
of least functionality) 

• PR.IP-3: Configuration change 
control processes are in place 

• CM-2, 6 
• SC-42 

• BITAG: 7.1 
• CSA1: 5.3.3 
• CSA2: 02 
• CTIA: 4.7, 4.8, 4.12, 5.15 
• ENISA: TM-06, 09, 22 
• GSMA: CLP12_5.3.1.3, 

5.6.2 
• IIC: 7.6, 8.10, 11.1, 11.2, 

11.5, 11.6 
• IoTSF: 2.4.7.7, 2.4.8, 2.4.15 
• OTA: 13, 14, 16, 26, 33 
• UKDDCMS: 1, 11 

6. The IoT device 
can enforce the 
principle of least 
functionality 
through its design 
and 
configuration. 

 
Expectation 6 

• PR.PT-3: The principle of least 
functionality is incorporated by 
configuring systems to provide 
only essential capabilities 

• CM-7 • BITAG: 7.2, 7.3 
• CSA1: 5.3.2, 5.3.3 
• CSA2: 12, 13, 16 
• CTIA: 5.17 
• ENISA: TM-05, 08, 12, 27, 

28, 43-45, 50 
• GSMA: CLP12_7.1.1.2, 

CLP13_6.7.1, 6.12.1.6, 
7.9.1 

• IoTSF: 2.4.6, 2.4.7.18, 
2.4.13 

• OTA: 12 
• UKDDCMS: 6, 12 
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Possible 
Capabilities 

Cybersecurity Framework 
Subcategories 

Draft SP 800-53 
Revision 5 Controls 

References to Selected IoT 
Guidance Documents 

Protect Device Security—Access Management 
7. Local and remote 

access to the IoT 
device and its 
interfaces can be 
controlled. 

 
Expectations 8, 10, 
11, 12, and 13 

• PR.AC-3: Remote access is 
managed 

• PR.AC-4: Access permissions 
and authorizations are 
managed, incorporating the 
principles of least privilege and 
separation of duties 

• PR.PT-2: Removable media is 
protected and its use restricted 
according to policy 

• AC-2, 3, 4, 12, 14, 
17 

• CM-5 
• IA-2, 3, 4, 5, 8, 9, 

11 
• MP-2 
• SC-7 

• BITAG: 7.2 
• CSA1: 5.3.1, 5.3.3, 5.6 
• CSA2: 01, 04, 13, 16 
• CTIA: 3.2, 3.3, 3.4, 4.2, 4.3, 

4.5, 4.7, 4.9, 4.10, 5.2, 5.5, 
5.17 

• ENISA: TM-09, 21, 23, 27, 
29, 40 

• GSMA: CLP12_5.6.1, 
6.3.1.1, 7.1.1.2, 
CLP13_6.12.1, 7.10.1, 
8.2.1.1 

• IIC: 7.3, 8.6, 9.2.7, 11.7 
• IoTSF: 2.4.4.5, 2.4.5, 2.4.6, 

2.4.7, 2.4.8, 2.4.13, 2.4.15 
• UKDDCMS: 4 

8. The IoT device is 
designed to allow 
physical access 
to it to be 
controlled. 

 
Expectations 9 and 
14 

• PR.PT-2: Removable media is 
protected and its use restricted 
according to policy 

• MP-2, 7 
• SA-18 
• SC-41 

• BITAG: 7.3 
• CSA2: 11 
• CTIA: 5.16 
• ENISA: TM-31, 32, 33 
• GSMA: CLP13_7.3.1, 

8.2.1.2 
• IIC: 7.3, 7.4, 8.3 
• IoTSF: 2.4.4 
• OTA: 37 

Protect Data Security—Data Protection 
9. The IoT device 

can use 
cryptography to 
secure its stored 
and transmitted 
data. 

 
Expectations 19, 20, 
21, and 22 

• PR.DS-1: Data-at-rest is 
protected 

• PR.DS-2: Data-in-transit is 
protected 

• SC-8, 12, 13, 28, 40 • BITAG: 7.2 
• CSA1: 5.3.1, 5.4.1, 5.5.3.2, 

5.3.3, 5.7.3 
• CSA2: 08 
• CTIA: 4.8, 5.15 
• ENISA: OP-04, TM-04, 24, 

34, 36, 52 
• GSMA: CLP12_5.1.5, 

5.1.7.1, 5.2.2.1, 5.3.1.1, 
6.2.1, 6.3.1.2, 
CLP13_6.1.1.6, 6.1.1.8, 
6.4.1.1, 6.5.1.1, 6.11, 
6.12.1.1, 7.6.1, 8.11.1 

• IIC: 7.3, 7.4, 7.7, 8.8, 8.11, 
9.1 

• IoTSF: 2.4.5, 2.4.7, 2.4.8.8, 
2.4.9, 2.4.12.2, 2.4.13.16 

• OTA: 2, 3 
• UKDDCMS: 4, 5, 8 
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Possible 
Capabilities 

Cybersecurity Framework 
Subcategories 

Draft SP 800-53 
Revision 5 Controls 

References to Selected IoT 
Guidance Documents 

10. The IoT device 
can use well-
known and 
standardized 
protocols for all 
layers of the 
device’s data 
transmissions. 

 
Expectation 21 

• PR.AC-5: Network integrity is 
protected (e.g., network 
segregation, network 
segmentation) 

• PR.DS-2: Data-in-transit is 
protected 

• PR.DS-5: Protections against 
data leaks are implemented 

• AC-18 
• SC-8 

• BITAG: 7.2, 7.6 
• CSA1: 5.4.1, 5.2.2, 5.3.1 
• CSA2: 07, 08 
• CTIA: 4.8, 5.14 
• ENISA: OP-04, TM-24, 36, 

37, 39, 52 
• GSMA: CLP12_6.13.1.1, 

CLP13_6.3.1.2, 6.4.1.1 
• IIC: 7.3, 7.4, 7.7, 9.1 
• IoTSF: 2.4.5, 2.4.7, 2.4.9, 

2.4.10 
• OTA: 2, 3, 34 
• UKDDCMS: 5 

Protect Device Security and Protect Data Security—Incident Detection 
11. The IoT device 

can log the 
pertinent details 
of its security 
events and 
make them 
accessible to 
authorized users 
and systems. 

 
Expectations 15, 16, 
17, and 18 

• DE.AE-3: Event data are 
collected and correlated from 
multiple sources and sensors 

• DE.CM-1: The network is 
monitored to detect potential 
cybersecurity events 

• DE.CM-6: External service 
provider activity is monitored to 
detect potential cybersecurity 
events 

• DE.CM-7: Monitoring for 
unauthorized personnel, 
connections, devices, and 
software is performed 

• PR.PT-1: Audit/log records are 
determined, documented, 
implemented, and reviewed in 
accordance with policy 

• RS.AN-1: Notifications from 
detection systems are 
investigated 

• AU-2, 3, 6, 7, 8, 9, 
12 

• IR-4, 5 
• SI-3, 4, 7 

• CSA1: 5.5.4, 5.7 
• CSA2: 09 
• CTIA: 4.7, 4.12, 4.13, 5.7 
• ENISA: OP-05, TM-55-57 
• GSMA: CLP11_5.3.4, 

CLP12_5.7.1.2, 5.7.1.3, 
CLP13_6.13.1, 7.2.1, 
9.1.1.2 

• IIC: 7.3, 7.5, 10.1, 10.2, 
10.3.2 

• OTA: 4 
• UKDDCMS: 2, 10 

Protect Individuals’ Privacy—Informed Decision Making 
12. The IoT device 

can interact 
through an 
interface with 
individuals 
regarding the 
device’s 
processing of 
the individual’s 
PII. 

 
Expectation 23 

• N/A • AC-8 
• IP-2, 3, 4, 6 

• BITAG: 7.7, 7.8 
• CSA1: 5.4.1.5, 5.7.4 
• CSA2: 10, 21 
• CTIA: 3.1.3, 4.1.3 
• ENISA: OP-12, 13, TM-10, 

11, 14 
• GSMA: CLP11_6, 

CLP12_6.14, 7.4.1, 8.3.1, 
8.11.1 

• IIC: 8.8.1, 10.4, 11.9 
• IoTSF: 2.4.12 
• OTA: 18, 20, 22, 23, 24, 25, 

26, 27, 29, 32, 33 
• UKDDCMS: 3, 8, 11 
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Possible 
Capabilities 

Cybersecurity Framework 
Subcategories 

Draft SP 800-53 
Revision 5 Controls 

References to Selected IoT 
Guidance Documents 

Protect Individuals’ Privacy—Information Flow Management 
13. Information 

about what PII 
the IoT device is 
processing and 
where the PII 
may be 
transmitted is 
disclosed and 
accessible. 

 
Expectation 25 

• N/A • PM-29 
• SC-42 
• SI-12, 19, 20 

• BITAG: 7.3, 7.8 
• CSA1: 5.1.2, 5.4.1.5, 5.7.4 
• CSA2: 9 
• CTIA: 4.1.3 
• ENISA: OP-12, 13, TM-11, 

12, 13, 14 
• GSMA: CLP11_6, 

CLP12_6.14, 7.4.1, 8.3.1, 
8.11.1 

• IIC: 8.8.1, 10.4, 11.9 
• IoTSF: 2.4.12 
• OTA: 20, 23, 25, 26, 30 
• UKDDCMS: 4, 5, 8, 11 

Protect Individuals’ Privacy—PII Processing Permissions Management 
14. The IoT device 

can read data 
tags that identify 
PII processing 
permission, then 
conform its 
processing 
accordingly. 

 
Expectation 24 

• N/A • AC-16 
• PA-2, 3, 4 

• CSA2: 10 
• ENISA: OP-13, TM-10, 11 
• GSMA: CLP12_7.4.1.2, 

8.3.1 
• OTA: 2, 20, 25, 32 
• UKDDCMS: 4, 5, 8, 11 

Protect Individuals’ Privacy—Disassociated Data Management 
15. The IoT device 

can be 
configured to 
minimize the 
processing of 
predefined 
elements of PII. 
 

Expectation 22 

• N/A • PA-3 • CSA1: 5.1.1 
• ENISA: TM-12 
• GSMA: CLP12_6.14 
• IIC: 3.6, 10.3.2 
• IoTSF: 2.4.12 
• OTA: 20, 32 
• UKDDCMS: 4, 5, 8, 11 

  893 
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Appendix B—Acronyms and Abbreviations 894 

Selected acronyms and abbreviations used in this paper are defined below. 895 

API Application Programming Interface 
BITAG Broadband Internet Technical Advisory Group 
CSA Cloud Security Alliance  
DCMS Department for Digital, Culture, Media & Sport 
DDoS Distributed Denial of Service 
ENISA European Union Agency for Network and Information Security 
FISMA Federal Information Security Modernization Act 
FOIA Freedom of Information Act 
GSMA Groupe Spéciale Mobile Association 
IETF Internet Engineering Task Force 
IIC Industrial Internet Consortium 
IoT Internet of Things 
IoTSF IoT Security Foundation 
IP Internet Protocol 
IR Internal Report 
IT Information Technology 
ITL Information Technology Laboratory 
LTE Long-Term Evolution 
NICE National Initiative for Cybersecurity Education 
NIST National Institute of Standards and Technology 
OMB Office of Management and Budget 
OT Operational Technology 
OTA Online Trust Alliance 
PII Personally Identifiable Information 
RFC Request for Comments 
RMF Risk Management Framework 
SLA Service Level Agreement 
SP Special Publication 

  896 
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Appendix C—Glossary 897 

Actuating Capability The ability to change something in the physical world. 
Application Interface 
Capability 

The ability for other computing devices to communicate with an 
IoT device through an IoT device application. 

Capability A feature or function. 
Data Actions “System operations that process PII.” [5] 
Data Capabilities Capabilities that are typical digital computing functions 

involving data: data storing and data processing. 
Disassociability “Enabling the processing of PII or events without association to 

individuals or devices beyond the operational requirements of 
the system.” [5] 

Human User Interface 
Capability 

The ability for an IoT device to communicate directly with 
people. 

Interface Capabilities Capabilities which enable interactions involving IoT devices 
(e.g., device-to-device communications, human-to-device 
communications). The types of interface capabilities are 
application, human user, and network. 

Network Interface 
Capability 

The ability to interface with a communication network for the 
purpose of communicating data to or from an IoT device. A 
network interface capability allows a device to be connected to 
and use a communication network. Every IoT device has at least 
one network interface capability and may have more than one. 

Personally Identifiable 
Information (PII) 

“Information that can be used to distinguish or trace an 
individual’s identity, either alone or when combined with other 
information that is linked or linkable to a specific individual.” 
[18] 

PII Processing An operation or set of operations performed upon PII that can 
include, but is not limited to, the collection, retention, logging, 
generation, transformation, use, disclosure, transfer, and disposal 
of PII. 

Post-Market Capability A cybersecurity or privacy capability an organization selects, 
acquires, and deploys itself; any capability that is not pre-market. 

Pre-Market Capability A cybersecurity or privacy capability built into an IoT device. 
Pre-market capabilities are integrated into IoT devices by the 
manufacturer or vendor before they are shipped to customer 
organizations. 

Problematic Data Action A system operation that processes personally identifiable 
information (PII) through the information lifecycle and as a side 
effect causes individuals to experience some type of problem(s). 
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Risk “A measure of the extent to which an entity is threatened by a 
potential circumstance or event, and typically is a function of: (i) 
the adverse impact, or magnitude of harm, that would arise if the 
circumstance or event occurs; and (ii) the likelihood of 
occurrence.” [4] 

Sensing Capability The ability to provide an observation of an aspect of the physical 
world in the form of measurement data. 

Supporting Capabilities Capabilities that provide functionality that supports the other IoT 
capabilities. Examples of supporting capabilities are device 
management, cybersecurity, and privacy capabilities. 

Transducer Capabilities Capabilities that provide the ability for computing devices to 
interact directly with physical entities of interest. The two types 
of transducer capabilities are sensing and actuating. 

  898 
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